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Today’s Lecture

4. Deeper Designs3. Simple Designs

2. Approach to Design1.  ChatBots



Logistics

1. MP2 Part 3 & 4 - Released 
Friday morning 

2. MP2 - Work in teams of 2 
3. Final Presentation scheduling 

sheet to be shared soon



Why ChatBots?

Redefined the way we extract information from 
the web. Specific companies have specific 

product focused use-cases for bots



Shopping Bot use-case



Why is product understanding important?



Recipe for building chatbots

Business use-case/Problem

Does it require a chat bot?
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Recipe for building chatbots

Business use-case/Problem

Does it require a chat bot?

Design a Chat Bot

What are the data sources? What are your goals?



Recipe for building chatbots

What are the data sources? What are your goals?

Overall Design

Component 1 Component 2

Component 3 Component 4



Simple Design 1

LLM API (gpt4o/
llama3/mistral/..)

Naive Prompt/
Response

Show me a party dress Sure here you go..
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LLM API (gpt4o/
llama3/mistral/..)

Issues?

Naive Prompt/
Response

Show me a party dress Sure here you go..



Issues

Accuracy

Susceptible to attacks

Responds to irrelevant questions

Input Context window is limited

Tone issues

Hallucination

PII issues



Simple Design 2

Chain of  Thought

LLM API (gpt4o/
llama3/mistral/..)

Chain of  ThoughtShow me a party dress
Here’s my 

explanation for 
answer. Sure here 

you go..



Simple Design 2

LLM API (gpt4o/
llama3/mistral/..)

Issues? What Works?

Chain of  ThoughtShow me a party dress
Here’s my 

explanation for 
answer. Sure here 

you go..



Simple Design 3

LLM API (gpt4o/
llama3/mistral/..)

Issues? What Works?

RAG ModelShow me a party dress
Here’s my 

explanation for 
answer. Sure here 

you go..



What do simple designs miss?

Accuracy

Susceptible to attacks

Responds to irrelevant questions

Input Context window is limited

Tone issues

Hallucination

PII issues



Deeper Design

Chain of  Thought

LLM API (gpt4o/
llama3/mistral/..)

Chain of  ThoughtShow me a party dress
Here’s my 

explanation for 
answer. Sure here 

you go..



Deeper Design Considerations - Pre-Filtering

Should a Chat Bot even be 
answering this question?

How do I detect if this question is 
relevant or not?

What data sources do we have? Is 
the design intelligent enough to 

ingest data given? Are there gaps?

Should we worry about prompt 
injection attacks?

Are there categories of products we 
shouldn’t respond to?

Does it help to understand the 
intent of the query before 

responding?

Other considerations?

Pre-Filtering Design



What do you think?



Price Negotiation
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Prompt Injection?



Prompt Injection?



Prompt Injection?



ChatGPT4o out of box



ChatGPT4o out of box



ChatGPT 5.2 Instant



Over-ridiing system prompt



Framing as an experiment



Claude Sonnet 4.5



CoT as a meta prompt 



JailBreak

The idea of bypassing the safety measures 
embedded into the LLM, to make the LLM 

behave in a manner that is not its intended 
use-case: e.g. being toxic or engaging in 

sensitive discussions, etc



JailBreak Attempt (Role play)



Conversational Coercion 

Claude Sonnet 4.5



Conversational Coercion 

GPT 5.1



Payload Smuggling

GPT 5.1



Payload Smuggling

Sonnet 4.5



Evaluation aware models! (Sonnet 4.5)



Biases in evaluation

* LLM bias  - When the same LLM is used to 
evaluate itself  

* Evaluation aware bias - If an LLM knows its 
being evaluated, it can change its 

behavior.



Lets play a JailBreak Game

https://gandalf.lakera.ai/gandalfHow many levels can you get to? 
Be creative in your prompting!
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Deeper Design Considerations - Generative

What model to use for Generation?

What strategies to use for 
generation: 

Prompt Engineering styles 
ICL 

RAG 
Self-correction 

Validation of response 
Cite source

Can certain queries be answered 
from history? Caching

Generative Design

Can certain queries be answered 
directly from FAQs? 
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Deeper Design Considerations - Generative

Are we good to go with the 
response generated?

Post-Filtering Design



What do you think? (Post-filter?)


